
Construindo aplicações de negócio
privadas com protocolo zero-knowledge 
proof (ZKP)
TDC SP ‘19

Michel Fernandes & Danilo Zabeu | julho 2019

BLOCKCHAIN



MICHEL FERNANDES
CHIEF ENGINEER

DANILO ZABEU
BLOCKCHAIN LEAD





wavespace™



CRYPTOECONOMICS BUSINESS APPLICATIONS 
aka SMART CONTRACTS

DISTRIBUTED LEDGER TECHNOLOGY BACKED BY BLOCKCHAIN

ETHEREUM QUORUM HYPERLEDGER 
FABRIC

CORDA

PERMISSIONEDPUBLIC

ECOSISTEMA



SMART CONTRACT

STANDARDIZED TOKENS

RULES

AUDIT & SECURITY

DESIGN PATTERNS

MUST FOLLOW PRINCIPLES AND 
PATTERNS IN THE SAME WAY OF 

APPLICATION DEVELOPMENT

USING STANDARDIZED TOKENS 
ENABLES INTEROPERABILITY AND 

PORTABILITY BETWEEN PARTICIPANTS

PUBLIC = UNIVERSAL APPS
PRIVATE = SPECIALIZED APPS

CHOOSE A PLATFORM THAT WILL 
ENABLE FRICTIONLESS MIGRATION 

FROM PRIVATE TO PUBLICPUBLICITY



SECURITY

SCALABILITY

INTERMEDIARY
POWER

PRIVACY

CENTRALIZED APPS
software as usual

PRIVATE  BLOCKCHAIN PUBLIC  BLOCKCHAIN

INTERMEDIARIES NETWORK TAXING TRUST BY 
PARTIES

PLATAFORMAS PÚBLICAS E PRIVADAS



AVOID NETWORK OF NETWORKS

PROPRIETARY’S TRAP



CONTRACT ORDER FULFILL INVOICE PAY

BUSINESS INTEGRATION

Paper contracts Purchase order 

sent by email 

through 

ordering app 

against 

contracts

Shipment and 

email sent 

through 

tracking 

logistics app

Invoice sent by 

email through  

the seller’s ERP 

app 

Bank transfer 

after 60 days 

sent by the 

buyer through  

the buyer’s ERP 

app



ONE PUBLIC BLOCKCHAIN PLATFORM: ETHEREUM

CONTRACT ORDER FULFILL INVOICE PAY

BUSINESS INTEGRATION

Paper contracts Purchase order 
sent by email 
through 
ordering app 
against 
contracts

Shipment and 
email sent 
through 
tracking 
logistics app

Invoice sent by 
email through  
the seller’s ERP 
app 

Bank transfer 
after 60 days 
sent by the 
buyer through  
the buyer’s ERP 
app

SMART 
CONTRACTS SIGNAL NON-FUNGIBLES 

TOKENS
SIGNAL FUNGIBLE 

TOKENS



“One day you get a call from a very large 
buyer saying, ‘Would you like to join my 

private blockchain?’ You say, ‘Okay.’ And 
then you get the same call from your 

wholesaler, your suppliers, your shipper, 
your insurance company and maybe even 

your bank…or several of each of these! 
Suddenly you are spending all your time 
– and a lot of money – juggling dozens of 

blockchains. When the next partner calls, 
you say, ‘Just fax me the order.’ ”

Paul Brody

ONE TO RULE THEM ALL



BLOCKCHAIN ATUAL PÚBLICO

CLIENTE

CLIENTE

CLIENTE

CLIENTE

CONSENSO



CUSTO DO DESIGN

FROM: WALLET A
TO: WALLET B

AMOUNT:  30

HASH 0

HASH 1

FROM: WALLET A
TO: WALLET C

AMOUNT:  10

HASH 1

HASH 2

FROM: WALLET D
TO: WALLET B

AMOUNT:  15

HASH 2

HASH 3

FROM: WALLET K
TO: WALLET B

AMOUNT:  100

HASH 3

HASH 4





PRIVACIDADE



ZERO KNOWLEDGE PROOF

ZKP



A CAVERNA DO ALI BABA



PROVA DE ZERO CONHECIMENTO

VICTOR
VERIFIER

“Se você tem o 

código, vá pelo

caminho A.”

PAULA
PROVER

“Vou começar

pelo caminho

A”. PORTA 
CODIFICADA
KNOWLEDGE

A

B



PROVA DE ZERO CONHECIMENTO

COMPLETUDE
COMPLETENESS

SOLIDEZ
SOUNDNESS

UM PROVADOR HONESTO SEMPRE SERÁ CAPAZ DE 
CONVENCER UM VERIFICADOR

UM PROVADOR MALICIOSO NÃO DEVERÁ SER CAPAZ DE 
CONVENCER UM VERIFICADOR

ZERO 
CONHECIMENTO

ZERO-KNOWLEDGE

NÃO SERÁ REVELADO NENHUMA INFORMAÇÃO



PROVA DE ZERO CONHECIMENTO

A

B

PROVER

F function

y claimed output

x private input

VERIFIER

F function

y claimed output

“Eu sei x, tanto
que y = F(x)”. 



zk-SNARKS
ZERO-KNOWLEDGE SUCCINCT NON-INTERACTIVE

ARGUMENT OF KNOWLEDGE PROOFS

SUSCINTO
SUSCINT

VERIFICAÇÃO RÁPIDA, NÃO DEPENDE DO TEMPO DE 

EXECUÇÃO DA FUNÇÃO

NÃO INTERATIVO
NON-INTERACTIVE

SEM INTERAÇÃO ENTRE O PROVADOR E O VERIFICADOR

ARGUMENTO
ARGUMENT

SOLIDEZ ALCANÇADA POR UM VERIFICADOR POLINOMIAL 

ASSOCIADO



ETHEREUMTRUSTED SETUP

FUNCIONAMENTO DO ZK-SNARKS

KEY GENERATOR PROVER VERIFIER

SETUP DOS PARES DE 
CHAVES 
PRIVATE/PUBLIC PARA 
GERAR CHAVES DE 
PROVA E VERIFICAÇÃO
SEQUÊNCIA NUMÉRICA 
LAMBDA 

COM A CHAVE DE 
PROVA, ENTRADA 
PÚBLICA (ENDEREÇO 
DO ETHEREUM) E A 
PRIVATE WITNESS 
(INFORMAÇÃO) É
GERADO UMA PROVA

VERIFICAÇÃO 
REALIZADA A PARTIR 
DA CHAVE DE 
VERIFICAÇÃO, 
ENTRADA PÚBLICA E 
PROVA, SENDO UMA 
FUNÇÃO BOOLEANA 
PARA O RESULTADO.



TRUSTED SETUP

TOXIC WASTE



TRUSTED SETUP TAU CERIMONY
ZCASH



TRUSTED PARTY
BANK

PROVER
PAULA

VERIFIER
CAR LEASING

PRIVATE INFO
ASKS FOR MINIMUM 

BALANCE IN ACCOUNT

ZKP
CONSTR
UCTION

RESPONSE & PROOF

ZK 
VALIDAT

ION
APPLIES THE ZKP TO 
ENSURE THE RESPONSE 
IS CORRECT.

SIMPLE DATA EXCHANGE EXAMPLE



APLICAÇÕES

VALIDAÇÃO DE ID AUTENTICAÇÃO VOTAÇÃO MENSAGENS



EMPRESAS E PLATAFORMAS QUE USAM ZKP



EMPRESAS E PLATAFORMAS QUE USAM ZKP



NIGHTFALL
WELCOME



ETHEREUM

ZKP

ZOKRATES

DB (PRIVATE) BACK-END
API

MONGODB NODE.js

FRONT-END

ANGULAR

BLOCKCHAIN

zk-SNARKS

GANACHE

NIGHTFALL’S STACK



https://github.com/EYBlockchain/nightfall

PUBLIC DOMAIN

OPEN SOURCE

ACCEPTING PULL 
REQUESTS J

ALPHA
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